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1. Android Data Recovery program (ADR512)  
is used for search and display of all possible SQLite records [1] from an image of the 
device working under control of Android OS and also from files of databases of 
SQLite (with the damaged structure or unavailable records). It is used in the sphere of 
data recovery and a criminalistics research. 
 
The software can work with: 
• the file with memory image (received by means of root rights, a unsoldering and 
chip reading etc.) or the file of SQLite [1] database (obligatory); 
• the folder with files (data from an image) that is necessary for tables identification 
without databases of the most popular applications (optionally). 
 
The result of program operation consists from: 
• tables with records which are displayed in a primary window of the program where 
filters (text, phone numbers and dates) and search of Cyrillic alphabet are available; 
• the file of a special format with extension.512 which can be opened by this 
program; 
• archive of results in the form of text files; 
• HTML files. 
 
Treat files/tables of result: 
• the renamed tables; 
• the NTable#### format - the table with ambiguous correspondence; 
• the Table#### format - the table without correspondence. 
 
Records with marks:  
• Y/red - remote record; 
• N/green - not remote record. 
 
Uniqueness 
•The program looks for all SQLite-records without binding to certain databases; 
•It doesn't use other libraries and access functions to SQLite-records, and uses 
implementation of own algorithm (technique) of recognition of SQLite-records; 
• It uses sorting remote /not remote record for popular applications; 
•It doesn't depend upon new versions of applications (change of a database structure); 
•The program integrates records in the table, even if when application is unknown 
(deleted or new); 
•It is implemented a search and a records filters system (with supported Unicode) 
•Recognition of date and time from numerical format. 
 
Latest version: 2.4.2.0 (December, 14, 2017) 
  



2. System requirements: 
• Windows XP, Windows Vista, Windows 7, Windows 10 
• Hard drive: no less than 2 GB of the free space on a system disk 
• RAM: no less than 1 GB 
  



3. Complete and TRIAL versions, restrictions. 
 
Complete Android Data Recovery version (ADR512wl.exe file). This program 
works and gives full functional only if file regkey.dat is available with the conditions 
corresponding to the bought license. 
 
TRIAL version of Android Data Recovery (ADR512Trialwl.exe file). It operates 
and provides full functional with one restriction: to the end-user is available only a 
part of results: the part of text is closed from the user by asterisks (*).  
  



4. Purchase and program installation. 
TRIAL version requires to download the latest version of Android Data Recovery 
from the website http://512byte.ua/ and to run ADR512Trialwl.exe. 
 
The complete version requires the next steps: 
1. Pay the license on the website http://512byte.ua/. 
 
2. Wait for receiving files (links to files) GetHardwareIDwl.exe and ADR512wl.exe 
on email mentioned in the previous point. 
 
3.1. Run the program GetHardwareIDwl.exe on the PC where it is planned to use 
ADR512wl.exe. 
3.2. To send on email: recovery@512byte.com.ua the text file HardwareID.txt with 
information about the equipment. 
 Example of the HardwareID.txt file content: 
 Your Hardware ID: 
 1055-4E4B-5E3C-9DA0-6F37-EBCA-281B-3CF8. 
 
4. Wait till the file with the license regkey.dat will be received on the mentioned 
email. 
 
5. Place the received regkey.dat file in the folder with the ADR512wl.exe file. 
 
6. Run ADR512wl.exe. 
  



5. Order of the program use. Interface. 
1. A. It is necessary for recovery of SQLite-records from the image file (or file of the 
SQLite database with the damaged structure or unavailable records): 
1) To select the menu item - File&gt;'New Task. 

2) To set in a form 'New Task' (picture. 1)   
• input data:  
 
◦ - Source: file image or file of databases SQLite (obligatory) 
 
◦ - Folder with work files of SQLite databases (can be empty) 
 
• Default options: 
 
◦ The Folder for saving the results; 
 
◦ Flags: 
 
▪ To define remote records for each file (requires essential time for fulfillment) 
 
▪ To show not bound files (we recommend to set especially in case of absence of 
revised files of databases of SQLite) 

Picture 1 



 
▪ To show records with one field (we don't recommend to set for essential shortening 
of unnecessary records) 
 
▪ To save remains in the rest.bin file (remain includes sectors which weren't 
recognized as sheet pages of SQLite database [1])  
 
▪To identify image file md5 (requires considerable time for fulfillment). 
 
▪ To rename tables with a simple compliance (we recommend to install for more 
graphic result). 
 
3) Click the Run button. 
4) Wait for the message on process completion of recovery (picture 2). 
  



5) During the program runtime with the physical drive that have different pages’ size 
[1], in the course of recovery there will be a dialog window Select Page Size where 
the user will need to set preferable page size (picture 3): 

 
Picture 2 

 

Picture 3 

 

It is required to set the page size 4096 bytes. 



1. B. It is required for records recovery from the one file of SQLite database with 
correct title [1]: 

1) To select menu item “File”-> Process the databases file and choose 

Picture 4 



 

Picture 5 

• Source: Image File SQLite (picture 4) (obligatory) 

2) Set in the form “New task” (picture 5) 

• Default options 
• The folder for results keeping  
• Flags: 

▪ To mark remote records for each file (requires essential time for fulfilment) 

▪ To mark unbound files (we recommend to set especially in case of absence of 
recovered files of SQLite databases) 

▪To mark records with one field (we don't recommend to set for essential reduction of 
unnecessary records) 

▪To save residual in the rest.bin file (residual includes sectors which weren't 
recognized as sheet pages of the SQLite [1] database)   

▪To compute md5 of the input file. 

▪To rename tables with the same meaning (we recommend to set for more graphical 
result). 



3)Click the Run button. 

4)Wait for the message about completion of recovery process (picture 6). 

 

Picture 6 

 

 

  



3. Menu item 'File' ->Open file with results' is used for displaying the program results 
that have been received earlier from the results file with extension.512 

4. Menu item 'File' ->Export results to HTML' generates program results in HTML 
format and runs the browser (picture 7). 

 

Picture 7 

 



 

Picture 8 

5. The menu item 'View' -> Detailed/Shortend' for some data types (messages, 
contacts) removes from a display secondary columns (picture 8-9). 

  



 

6. The menu item 'File' -> 'Exit' is used for program exit. 

It is created and used temporary folder 'TEMP\{E45B4D14-3645-423A-A24A-
6740E4568E55}\ADR\' during the program session which will be cleaned after the 
program closing. 

  

Picture 9 



6. Program’s messages description. 
Warning messages:  

1. 'Folder '..._RESULT'''+' already exists! Erase this folder and continue?' 

 

In this case, there are two variants: 

- to select 'Yes' in order to clean the folder and continuing the recovery process  

- to select 'No' in order to stop the recovery process. 

 

Error messages: 

1. 'The program is already run – exe-file of ADR512wl.exe or 
ADR512Trialwl.exe is already run. 
 

 

For solution, it is necessary to finish the exe-file run earlier. 

2. In case of an unforeseen error we recommend to address to Support Service of 
the Android Data Recovery program with the description of an error and contents of 
the text file 'glog.log' which is created and re-recorded in case of each program 
fulfillment.  

  



7. Links  

[1] https://www.sqlite.org/fileformat.html. 

 

Return to Content. 

https://www.sqlite.org/fileformat.html
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